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KEY BENEFITS

Unmatched Analysis As part of the VeriSign iDefense Threat Intelligence Services core offering, the VeriSign®

iDefense® Public Vulnerability Service provides timely, relevant reports to help
organizations reduce risk and protect critical systems. The service features an unmatched
team of vulnerability researchers and security experts who continually process more than
1,500 data sources looking for new vulnerabilities and threats. VeriSign combines this
with technical and traditional intelligence to deliver intelligence reports and analysis of
threats to the critical infrastructure of clients.

Intelligence about potential threats is delivered within moments of discovery through
customized email, SMS, XML, RSS and our secure research portal. Additionally, each
report contains direct links to the vendor’s security patches so clients can take immediate
action. For a fraction of the cost of building an in-house solution, VeriSign provides

an industry-leading vulnerability intelligence solution, reducing risk while saving time

and money.
Personalized Profiles and

Delivery Notification + VeriSign® iDefense® Threat Intelligence Services

Today’s network threats are more numerous and more damaging than ever. Sophisticated
attacks can seriously compromise an organization—not only in terms of lost productivity,
data breaches, and possible regulatory non-compliance penalties, but also lost trust and
damaged reputation. Few organizations have the intelligence-gathering and threat-analysis
capabilities to address network vulnerabilities and threats in their full context. Lack of
comprehensive data can delay responses to true threats, impair threat prioritization, and
incur costly and unnecessary emergency responses.

To manage risk effectively, organizations must use a holistic “threats-in-context” approach
that allows proactive identification of real threats to critical business systems. VeriSign
iDefense Threat Intelligence Services leverage an extensive intelligence-gathering network,
proven methodology and highly skilled professionals to deliver comprehensive, actionable
> of network-based security
threats and vulnerabilities, but also the “who” and “why.” Using this intelligence,

>

Enterprise Integration Ready intelligence that does not merely look at the “what” and “how

organizations can gauge risk more accurately and respond rapidly and appropriately
to protect business-critical data and systems.
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Proactive Security Intelligence VeriSign iDefense Threat Intelligence Services offers four optional service levels: core,
standard, enhanced and comprehensive. Depending on your budget and needs, VeriSign
can provide a more basic level of reporting or a comprehensive security ecosystem.
Every option features the unmatched capabilities of the VeriSign iDefense Security

Intelligence Services.

+ Comprehensive Intelligence Reporting
Every iDefense intelligence report includes a complete description of the threat along
with a technical breakdown and severity level. Reports also include:

* Human analysis of the threat

* De-conflict resolution around circulated false information
* Complete listing of each technology and version affected
Intelligence for Patch * Potential impact and what to watch out for

Management * Tested work-arounds, mitigation strategies, and vendor fixes

In addition to the list above, iDefense analysts review and update each report to ensure
accurate data for years to come, all accessible through our secure research portal.

Visit us at www.VeriSign.com for more information.

©2007 VeriSign, the VeriSign logo, the checkmark circle, iDefense, and other trademarks, service marks, and designs are registered or unregistered
trademarks of VeriSign, Inc. and its subsidiaries in the United States and in foreign countries. All other trademarks are property of their respective owners.

00024628 06-22-07




